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INGRESS DISCARD IN OUTPUT BUFFERED 
SWITCHING DEVICES 
Ian M. Wright 

5 

BACKGROUND 

1 . Field of the Invention 

The present invention is directed to 
internetworking systems and in particular to methods 
10 and apparatuses for managing traffic flow in routers 
and switches . 

2 . Description of Related Art 
Internetworking encompasses all facets of 

15 communications between and among communication 

networks. Such communications may include voice, video, 
still images, and data traffic. All communications 
have widely varying needs in terms of propagation delay 
(or latency) during transit through the network. 

20 Various systems and devices, both in hardware and in 
software, have attempted to deal with the plethora of 
data flow requirements present in modern 
internetworking systems . 

In a communications network, routing devices 

25 receive communications at one of a set of input 

interfaces and forward them to one of a set of output 
interfaces. For a publication describing routing 
devices, see Chapter 7 of "Interconnection Networks: An 
Engineering Approach" by Jose Duato, Sudhakar 

3 0 Yalamanchili and Lionel Ni, published by IEEE Computer 
Society Press, Los Alamitos, California, 1997, which is 
incorporated by reference herein in its entirety. 

Users typically require that such routing devices 
receive and forward communications as quickly as 

35 possible. In a packet routing network, where 
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communications are transmitted in discrete portions or 
"packets" of data, each packet includes a header. The 
header contains information used for routing the packet 
to an output interface and subsequent forwarding to a 
5 destination device. The packet may also be forwarded 
to another router for further processing and/or 
forwarding. Header information used for routing may 
include the destination address and source address for 
the packet. Additionally, header information such as 

10 the destination device port, source device port, 

protocol, packet length, and packet priority may be 
used. Header information used by routing devices for 
administrative tasks may include information about 
access control, accounting, quality of service (QoS) , 

15 or class of service (CoS) . Herein, a "packet" is any 
grouping of one or more data elements of any size, 
including data cells and data bytes, and encoded using 
any protocol. 

FIG. 1 depicts a generic packet routing/switching 

20 system 100 that will be used to describe both the prior 
art and embodiments of the invention. A well-known 
routing device or switch 100 includes: multiple 
linecards 110-0 to 110-X coupled to a switch fabric 
120, which provides communications between one or 

25 multiple linecards 110. Herein "linecard 110" refers 
to any of linecards 110-0 to 110-X unless otherwise 
specified. Each linecard 110 includes an input 
interface 111, an output interface 112, a fabric 
interface 170, and a control element 130. Each 

30 linecard 110 connects to communications network 50, 
which may be any form of local, enterprise, 
metropolitan, or wide area network known in the art, 
through both input interface 111 and output interface 
112. 

35 A "port" can correspond to a fraction of the total 

bandwidth of input interface 111 or output interface 
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112. Alternatively, a "port" can correspond to the 
total bandwidth of input interface 111 or output 
interface 112 . 

Control element 130 is configured to receive 
5 inbound packets 113 (i.e., packets entering the system 
from network 50) from input interface 111, process each 
packet, and transmit it through fabric interface 170 to 
switching fabric 120 through which it is sent to 
another (or the same) linecard 110 for further 
10 processing. Control element 130 includes ingress 

receiver 140, input traffic manager 150, output traffic 
manager 160, and egress transmitter 180. 

The ingress receiver 140 operates in conjunction 
with lookup circuit 145 (both of control element 130) 
15 to determine routing treatments for inbound packets 

113. Lookup circuit 145 includes routing treatment 
information disposed in a memory data structure. Access 
and use of this information in response to data in the 
header of inbound packet 113 is accomplished with means 

20 well-known in the router art. These routing treatments 
can include one or more of the following: 

• selection of one or more output interfaces (e.g., 
particular line card 110 and port to the network 
50) to forward inbound packets 113 based on either 

25 a destination device field, source and destination 

device fields, or information in any other packet 
header fields ; 

• determination of whether to drop (i.e., not 
forward) inbound packets 113; 

30 • determination of access control list (ACL) 

treatment for inbound packets 113: 

• determination of class of service (CoS) treatment 
for inbound packets 113; 

• determination of virtual private network (VPN) 
35 treatment for inbound packets 113; 
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• determination of one or more accounting records or 
treatments for inbound packets 113; and/ or 

• determination of other administrative treatment 
for inbound packets 113. 

5 Examples of such routing systems may be found in 

U.S. Patent No. 5,088,032, entitled "Method and 
Apparatus for Routing Communications Among Computer 
Networks" to Leonard Bosack; U.S. Patent No. 5,509,006, 
entitled "Apparatus and Method for Switching Packets 

10 Using Tree Memory" to Bruce Wilford et al . ; U.S. Patent 
No. 5,852,655, entitled "Communication Server Apparatus 
Having Distributed Switching and Method" to John McHale 
et al.; and U.S. Patent No. 5,872,783, entitled 
"Arrangement for Rendering Forwarding Decisions for 

15 Packets Transferred Among Network Switches" to Hon Wah 
Chin, all incorporated herein by reference in their 
entireties . 

The input traffic manager 15 0 receives inbound 
packets 113 from the ingress receiver 14 0 and provides 

20 inbound packets 113 to the switching fabric 120. Input 
traffic manager 150 selectively buffers inbound packets 
113 when the switching fabric 120 is too congested with 
packets that it cannot receive inbound packets 113. 
For examples of input traffic manager 150 and output 

25 traffic manager 160, see U.S. Patent No. 5,926,458, 

entitled "Method and Apparatus for Servicing Multiple 
Queues," to Yin, U.S. Patent No. 5,838,994, entitled 
"Method and Apparatus for the Dynamic Allocation of 
Buffers in a Digital Communications Network" to 

30 Valizadeh, and U.S. Patent No. 5,689,505, entitled 

"Buffering of Multicast Cells in Switching Networks" to 
Chiussi, et al., which are all incorporated herein by 
reference in their entireties. 

Output traffic manager 16 0 is similar to input 

35 traffic manager 150 except output traffic manager 160 

receives outbound packets 114 from the switching fabric 



-4- 



M-7825 US Cisco 49901 
544075 v3 

120, via the fabric interface 170, and selectively 
buffers outbound packets 114 when the network 5 0 is so 
congested that it cannot receive outbound packets 114 
(so called "output buffering scheme") . 
5 Conventional egress transmitter 180 manages 

transmission of outbound packets 114 from the output 
traffic manager 160 to network 50. 

One problem with switching fabric 12 0 occurs when 
packets from multiple input ports to switching fabric 

10 120 are addressed to the same output port of the 
switching fabric 120 (so called "contention"). 
Consequently, packets from some input ports are delayed 
access to the output port. 

One solution to contention is called "speed up." 

15 For example, when packets from N input ports to 

switching fabric 12 0 are destined for the same output 
port of switching fabric 12 0, a speed up of X times the 
nominal packet speed through all transmission lines 
between input and output ports of the switching fabric 

20 12 0 is used. Thereby, X packets now traverse the 

switching fabric 12 0 in the same time that 1 packet 
traversed the switching fabric 12 0 prior to speed up. 
However, "speed up" is not economical for very high 
line speeds . 

25 Where packets are directed to specified output 

ports, certain ports may become overloaded with traffic 
beyond the speed up of the fabric, resulting in other 
ports which share fabric resources being "starved" from 
receiving data. For high line speeds, increasing the 

3 0 speed up would not be an economical solution. 

Thus what is needed is a method and apparatus to 
reduce contention of packets input to a switching 
fabric and a network. 
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SUMMARY 

One embodiment of the present invention includes 
an apparatus for switching packets from a network. The 
switching apparatus includes an ingress receiver that 
5 receives packets from the network ("inbound packets") 
and provides a designation (e.g., output port, class of 
service, etc.) for each inbound packet. In another 
embodiment, the receiver does not provide the 
designation. The designation is typically placed in 

10 the header of a packet. 

A switch fabric is coupled to receive inbound 
packets from the ingress receiver and transmits each 
inbound packet based on an associated designation. An 
output traffic manager is coupled to receive packets 

15 from the switch fabric (^outbound packets") . In this 
embodiment, the output traffic manager includes at 
least one queue. The output traffic manager 
selectively stores outbound packets into a selected 
queue and selectively drops outbound packets when the 

20 selected queue is full. A particular queue may be 
designated based on any number of criteria, such as 
class of service, quality of service, customer, etc. 

Approximately when or prior to when the output 
traffic manager drops outbound packets, the output 

25 traffic manager communicates to the ingress receiver to 
drop inbound packets destined for that queue. 

The present invention reduces packet traffic 
through a switching fabric by receiving packets from a 
network ("inbound packets 77 ); transmitting each packet 

3 0 to the switching fabric based on a specified 

designation; selectively queuing packets from the 
switching fabric; detecting imminent or active dropping 
of packets ("dropped packets 77 ) destined for a 
particular queue; signaling to drop inbound packets 

3 5 destined for the overloaded output queue; and dropping 
inbound packets. 
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One advantage of these embodiments is that the 
volume of inbound packets to the switching fabric is 
reduced when an output queue is overloaded, allowing 
the fabric to transmit more packets to the non-full 
5 queues. 

Various embodiments of the present invention will 
be more fully understood in light of the following 
detailed description taken together with the 
accompanying drawings . 

10 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 depicts a generic packet routing/switching 
system. 

FIG. 2 depicts a packet routing/switching system 
15 in accordance with an embodiment of the present 
invention. 

FIG. 3 depicts an output traffic manager used in 
an embodiment of the present invention. 

FIG. 4 depicts a combination of an ingress 
20 receiver, output traffic manager, and communications 
bus in accordance with an embodiment of the present 
invention. 

FIG. 5 depicts a suitable process in accordance 
with an embodiment of the present invention. 
25 In FIGs. 1 to 5, arrow- terminated lines represent 

single or multiple bit paths for packets or 
communications . 

Note that use of the same reference numbers in 
different figures indicates the same or like elements. 

30 

DETAILED DESCRIPTION 

FIG. 2 depicts a block diagram of a packet 
routing/switching system 200 that may be similar to the 
packet routing/ switching system 100 described earlier 
3 5 except ingress receiver 2 02 and output traffic manager 
204 replace respective ingress receiver 140 and output 
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traffic manager 16 0, and control element 23 0 includes 
paths 206 and 208. Hereafter, control element 230 
refers to the control element 230 of each of linecards 
201-0 to 201-X, unless otherwise specified. 
5 Ingress receiver 202 is similar to ingress 

receiver 140 except ingress receiver 202 selectively 
drops inbound packets 113 destined for an already- full 
output queue identified by any output traffic manager 
204 connected to the switching fabric 120. Description 

10 of the operation of ingress receiver 202, in accordance 
with an embodiment of the present invention, is 
provided later. In this embodiment, ingress receiver 
2 02 is implemented as hardwired logic, although it may 
be implemented by computer readable code. 

15 FIG. 3 depicts in a block diagram form an 

embodiment of the output traffic manager 2 04 that 
includes an outbound queue manager 210 coupled to 
receive outbound packets 114 from switching fabric 120. 
The output traffic manager 2 04 further includes 

2 0 multiple queues 212-0 to 212 -m. In one embodiment, 

each of queues 212-0 to 212-m is associated with a 
distinct designation, such as a class of service, 
quality of service, and/or a virtual private network. 
The outbound queue manager 210 transfers outbound 
25 packets 114 into an appropriate outbound queue. The 
outbound queue manager 210 further controls 
transmission of stored outbound packets 114 to egress 
transmitter 180 (FIG. 2) from any of queues 212-0 to 
212-m based on the class of service, etc. In one 

3 0 embodiment, output traffic manager 2 04 is implemented 

as hardwired logic, although output traffic manager 204 
can be implemented by computer readable code. 

In accordance with one embodiment of the present 
invention, the outbound queue manager 210 of each of 
35 linecards 201-0 to 201-X detects which of queues 212-0 
to 212-m is about to overflow or overflowing, i.e., 
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dropping instead of storing inbound packets. 
Hereafter, outbound queue manager 210 refers to the 
outbound queue manager 210 of each of linecards 201-0 
to 201-X, unless otherwise specified. 
5 Next, each outbound queue manager 210 that detects 

a queue overflow broadcasts to every ingress receiver 
202, i.e., the ingress receiver 202 of each of 
linecards 201-0 to 201-X, a "drop command/' commanding 
each ingress receiver 2 02 to drop inbound packets 113 

10 destined for the already- full output queue. In one 

embodiment, the "drop command" includes the following 
fields: 1) drop command identifier; and 2) designation 
or designations of inbound packets 113 that specify the 
already- full output queue. Such a designation (s) may 

15 include the output port as well as the class of 

service, quality of service, etc. A third optional 
field is a specified time for each ingress receiver 202 
to enforce the drop command. Thereby each ingress 
receiver 202 monitors for and drops any inbound packets 

2 0 113 specified in the drop command. 

Each ingress receiver 2 02 subsequently determines 
when to discontinue enforcement of such drop command. 
In one embodiment, each ingress receiver 202 
discontinues execution of such drop command after a 

25 predetermined time period or time period specified in 
the drop command. 

In one embodiment, each ingress receiver 2 02 
discontinues enforcement of such drop command after 
receiving a complementary "cease drop" command from a 

30 outbound queue manager 210. In this embodiment, the 
outbound queue manager 210 issues a complementary 
"cease drop" command when it detects that the 
associated queue is not full or is not dropping packets 
for a specified interval of time. Determining the 

3 5 fullness of a queue may be determined by incrementing a 

counter with incoming packets and decrementing the 
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counter with outgoing packets and detecting when the 
counter hits a threshold. Such techniques and others 
are well known. 

In one embodiment, the "cease drop" command 
5 includes the following fields: 1) cease drop command 

identifier; and 2) an identifier of which packets to no 
longer drop. 

In one embodiment, the outbound queue manager 210 
uses the switching fabric 120 to communicate to every 

10 ingress receiver 202 the "drop command" or u cease 

drop." In this embodiment, each outbound queue manager 
210 provides the "drop command" and "cease drop" (if 
used) using path 208, which is coupled to provide 
signals to the switching fabric 12 0 through fabric 

15 interface 170. In turn, each fabric interface 170 uses 
path 2 06 to provide the "drop command" and "cease drop" 
(if used) to an associated ingress receiver 202. 

In one embodiment, control element 23 0 does not 
use paths 2 06 and 208 that are coupled to the fabric 

20 interface 170. Instead, communications are provided 
using a dedicated communications bus. FIG. 4 is a 
block diagram of one embodiment of the present 
invention in which each of outbound queue managers 210- 
0 to 210-X of respective line cards 201-0 to 201-X 

25 communicates a "drop" or "cease drop" command to any of 
ingress receiver 202-0 to 202-X of respective line 
cards 201-0 to 201-X using a conventional 
communications bus 402 compliant, for example, with the 
Ethernet communications standard. In this embodiment, 

3 0 every outbound queue manager 210 and every ingress 

receiver 2 02 uses a dedicated communications link to 
the communications bus 402. 

The process performed by each control element 23 0 
in accordance with an embodiment of the present 

35 invention is provided in FIG. 5 as process 500. 
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In action 510, an outbound queue manager 210 of 
output traffic manager 2 04 detects overflow of at least 
one of queues 212-0 to 212 -m. As stated earlier, each 
of queues 212-0 to 212-m is associated with a specific 
5 designation of outbound packet 114 . 

In action 520, outbound queue manager 210 
identifies the packet designation or designations 
associated with an overflowed queue among queues 212-0 
to 212-m. The outbound queue manager 210 broadcasts to 
10 the ingress receiver 202 of every line card 201 a "drop 
command," i.e., a command to drop inbound packets 114 
destined for the overflowed queue. 

In action 530, all ingress receivers 202 detect 
for inbound packets 113 specified by the "drop command" 
15 in action 520. If such inbound packets 113 are 

detected, then, in action 540, the ingress receiver 202 
drops those inbound packets 113. Otherwise, action 550 
follows . 

In action 550, all ingress receivers 202 that 
20 execute the drop command of action 520 determine 

whether to discontinue execution of such drop command. 
In one embodiment, all ingress receivers 202 
discontinue execution of such drop command (action 56 0) 
after a predetermined or specified time period. In one 
25 embodiment, all ingress receivers 202 discontinue 
execution of such drop command after receiving a 
complementary "cease drop" command from a outbound 
queue manager 210 (action 560) . 

3 0 Mode-based operation 

Other queuing "modes" can be used as alternatives 
to the embodiment described earlier with respect to 
FIG. 5. Thereby, control element 230 of each line card 
201 flexibly accommodates varying traffic patterns 

35 through the switching fabric 12 0 and to and from the 
network 50 by using different queuing modes. For 
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example, conventional output buffering, described 
earlier, can be used as an alternate mode. Another 
alternative mode is packet buffering in switching 
fabric 120. Exemplary embodiments of switching fabric 
5 12 0 that support packet buffering are available from 
MMC Networks, I -Cube, and Vitesse Semiconductor. 

In one embodiment, to support change of modes, 
each control element 23 0 includes a controller device 
that switches between the modes . The controller may 
10 disable the ingress receiver drop capability or prevent 
transmitting the drop command if a conventional mode is 
desired. 

Modifications 

15 The above-described embodiments of the present 

invention are merely meant to be illustrative and not 
limiting. It will thus be obvious to those skilled in 
the art that various changes and modifications may be 
made without departing from this invention in its 

20 broader aspects. Therefore, the appended claims 

encompass all such changes and modifications as fall 
within the true scope of this invention. 
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CLAIMS 

What is claimed is: 

1. An apparatus for switching packets from a network, 
the switching apparatus comprising: 
5 an ingress receiver that receives packets 

from the network ("inbound packets' 7 ), said packets 
being destined for an associated output queue; 

a switch fabric coupled to receive said 
inbound packets from the ingress receiver; and 
10 an output traffic manager coupled to receive 

packets from the switch fabric ("outbound 
packets' 7 ) , wherein 

the output traffic manager includes at 
least one queue, 
15 the output traffic manager selectively 

stores outbound packets into a selected queue 
and selectively drops outbound packets when 
the selected queue is at a certain fullness 
level, and 

2 0 approximately when the output traffic 

manager drops outbound packets or is about to 
drop said outbound packets, the output 
traffic manager communicates to the ingress 
receiver to drop inbound packets destined for 

25 that queue . 



2. The apparatus of Claim 1, wherein the output 
traffic manager identifies at least the designation of 
imminently droppable or dropped outbound packets, and 

3 0 wherein the ingress receiver drops inbound packets 
based on the identified designation. 

3. The apparatus of Claim 2, wherein said designation 
comprises a port address to the network. 
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4. The apparatus of Claim 2, wherein designation 
comprises a class of service. 

5. The apparatus of Claim 2, wherein designation 
5 comprises a virtual private network. 

6. The apparatus of Claim 1, wherein the output 
traffic manager issues a cease drop command to the 
ingress receiver to discontinue inbound packet drop. 

10 

7. The apparatus of Claim 1, wherein the ingress 
receiver discontinues inbound packet drop after a 
predetermined time . 

15 8. The apparatus of Claim 1, wherein the output 

traffic manager uses the switch fabric to communicate 
to the ingress receiver to drop inbound packets. 

9. The apparatus of Claim 1, wherein the output 

2 0 traffic manager uses a dedicated communications bus to 
communicate to the ingress receiver to drop inbound 
packets . 

10. The apparatus of Claim 1, further comprising a 
25 plurality of ingress receivers coupled to receive 

packets from the network and coupled to the switch 
fabric, wherein the output traffic manager communicates 
to the plurality of ingress receivers to drop inbound 
packets . 

30 

11. The apparatus of Claim 10, wherein the output 
traffic manager identifies the designation of 
imminently droppable or dropped outbound packets and 
wherein the plurality of ingress receivers drop inbound 

35 packets having the identified designation. 
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12. The apparatus of Claim 11, wherein the output 
traffic manager issues a cease drop command to the 
plurality of ingress receivers to discontinue inbound 
packet drop . 

5 

13. The apparatus of Claim 12, wherein the output 
traffic manager uses the switch fabric to communicate 
to the plurality of ingress receivers to drop inbound 
packets and cease dropping inbound packets. 

10 

14 . The apparatus of Claim 12 , wherein the output 
traffic manager uses a dedicated communications bus to 
communicate to the plurality of ingress receivers to 
drop inbound packets and cease dropping inbound 

15 packets. 

15. A method of reducing packet traffic through a 
switching fabric, the method comprising: 

receiving packets from a network ( w inbound 

2 0 packet s" ) ; 

transmitting each packet to the switching 
fabric; 

selectively queuing packets from the 
switching fabric; 
25 detecting imminent or active dropping of 

packets ("dropped packets") due to a queue being 
full; 

signaling to drop inbound packets destined 
for said queue; and 

3 0 dropping inbound packets destined for said 

queue . 



16. The method of Claim 15, wherein said signaling 
further comprises communicating a designation of the 
3 5 dropped packets. 
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17. The method of Claim 16, wherein dropping further 
comprises dropping inbound packets that are the same 
designation as the dropped packets. 

5 18. The method of Claim 16, wherein the designation 
comprises a port address to the network. 

19. The method of Claim 16, wherein the designation 
comprises a class of service. 

10 

20. The method of Claim 16, wherein the designation 
comprises a virtual private network. 

21. The method of Claim 15, further comprising issuing 
15 a cease drop command to discontinue inbound packet 

drop . 

22. The method of Claim 15, further comprising 
discontinuing inbound packet dropping after a 

20 predetermined time. 

23. A set of computer instructions in a tangible 
medium, said instructions for controlling a device to 
carry out the following steps: 

25 receiving packets from a network ("inbound 

packets" ) ; 

transmitting each packet to a switching 
fabric ; 

selectively queuing packets from the 
3 0 switching fabric; 

detecting imminent or active dropping of 
packets ("dropped packets") due to a queue being 
full; 

signaling to drop inbound packets destined 
35 for said queue; and 
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dropping inbound packets destined for said 
queue . 
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INGRESS DISCARD IN OUTPUT BUFFERED 
SWITCHING DEVICES 
Ian M. Wright 

5 Abstract 

Disclosed herein is a packet switching device 
coupled to receive inbound packets from a network, 
switch the packets through a switching fabric, and 
provide outbound packets to a network. Multiple 

10 different packet switching devices use such switching 
fabric to exchange inbound packets. The packet 
switching device includes an output traffic manager 
that selectively stores outbound packets from the 
switching fabric in queues until the packets can be 

15 transmitted to the network. When any queue is unable 
to store more outbound packets, the output traffic 
manager communicates to the input traffic manager to 
drop inbound packets destined for that queue, instead 
of transferring them to the switching fabric and 

20 ultimately dropping the packets as outbound packets. 
Thereby traffic through the switching fabric is 
reduced. 
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application(s) designating at least one country other than the United States of America filed by me on 
the same subject matter having a filing date before that of the application(s) of which priority is 
claimed: 



Prior Foreign Applications) 


Priority Claimed 


Number 


Country 


Day/Month/Year Filed 


Yes 


No 


N/A 






□ 


□ 



I hereby claim the benefit under Title 35, United States Code, § 119(e) of any United States 
provisional application(s) listed below: 



Provisional Application Number 


Filing Date 


N/A 
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I hereby claim the benefit under Title 35, United States Code, § 120 of any United States 
application(s) or PCT international application(s) designating the United States of America listed 
below and, insofar as the subject matter of each of the claims of this application is not disclosed in the 
prior application(s) in the manner provided by the first paragraph of Title 35, United States Code, § 
112, 1 acknowledge the duty to disclose information, which is material to patentability as defined in 
Title 37, Code of Federal Regulations, § 1.56, which became available between the filing date of the 
prior application(s) and the national or PCT international filing date of this application: 



Application Serial No. 


Filing Date 


Status (patented, pending, abandoned) 


N/A 







I hereby appoint the following attomey(s) and/or agent(s) to prosecute this application and to transact 
all business in the United States Patent and Trademark Office connected therewith: 



Alan H. MacPherson (24,423); Brian D. Ogonowsky (31,988); David W. Heid (25,875); 
Norman R. Klivans (33,003); Edward C. Kwok (33,938); David E. Steuber (25,557); Michael 
Shenker (34,250); Stephen A. Terrile (32,946); Peter H. Kang (40,350); Ronald J. Meetin 
(29,089); Ken John Koestner (33,004); Omkar K. Suryadevara (36,320); David T. Millers 
(37,396); Kent B. Chambers (38,839); Michael P. Adams (34,763); Robert B. Morrill 
(43,817); Michael J. Halbert (40,633); Gary J. Edwards (41,008); William B. Tiffany 
(41,347); James E. Parsons (34,691); Daniel P. Stewart (41,332); Philip W. Woo (39,880); 
John T. Winburn (26,822); Tom Chen (42,406); Fabio E. Marino (43,339); William W. 
Holloway (26,182); Don C. Lawrence (31,975); Marc R. Ascolese (42,268); Carmen C. Cook 
(42,433); David G. Dolezal (41,71 1); Roberta P. Saxon (43,087); Bernice Chen (42,403); 
Mary Jo Bertani (42,321); Dale R. Cook (42,434); Sam G. Campbell (42,381); Matthew J. 
Brigham (44,047); Hugh H. Matsubayashi (43,779); Margaret M. Kelton (44,182); Joseph T. 
VanLeeuwen (44,383); Patrick D. Benedicto (40,909); T.J. Singh (39,535); Shireen Irani 
Bacon (40,494); Rory G. Bens (44,028); George Wolken, Jr. (30,441); John A. Odozynski 
(28,769); Cameron K. Kerrigan (44,826); Barmak S. Sani (45,068); Kenneth C. Brooks 
(38,393); Paul E. Lewkowicz (Reg. No. 44,870); and Theodore P. Lopez (44,881). 

Please address all correspondence and telephone calls to: 

Brian D. Ogonowsky 
Attorney for Applicant(s) 
SKJERVEN, MORRILL, MacPHERSON, FRANKLIN & FRIEL LLP 

25 Metro Drive, Suite 700 
San Jose, California 95 1 1 0- 1 349 

Telephone: 408-453-9200 
Facsimile: 408-453-7979 

I declare that all statements made herein of my own knowledge are true, all statements made herein 
on information and belief are believed to be true, and all statements made herein are made with the 
knowledge that whoever, in any matter within the jurisdiction of the Patent and Trademark Office, 
knowingly and willfully falsifies, conceals, or covers up by any trick, scheme, or device a material 
fact, or makes any false, fictitious or fraudulent statements or representations, or makes or uses any 
false writing or document knowing the same to contain any false, fictitious or fraudulent statement or 
entry, shall be subject to the penalties including fine or imprisonment or both as set forth under 1 8 
U.S.C. 1001, and that violations of this paragraph may jeopardize the validity of the application or 
this document, or the validity or enforceability of any patent, trademark registration, or certificate 
resulting therefrom. 
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Full name of sole (or first joint) inventor: Ian M. Wright 



Inventor's Signature: Date: V? l^/^ 

Residence: ^ "Woodside, California f 

Post Office Address: 15600 Skyline Blvd. Citizenship: New Zealand 

Woodside, CA 94062 
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